
 



 



Data Privacy and Confidentiality 

The project team has developed the following policies and practices to address management of human 
subjects research, IoT data streams, and other data with privacy or confidentiality risks. These policies 
are applied at relevant stages across the data lifecycle: 

Data Collection 

Specific to the collection and safeguarding of human subjects data via surveys and/or experiments, we 
follow the standards set forth by the University of New Mexico’s Institutional Review Board (IRB)1. Of 
paramount importance is that we collect only the minimum necessary subject identifiers. In addition we 
safeguard individual data by severing it from the rest of the data set during our analysis period; we 
destroy any potential subject identifiers as soon as they are no longer needed; we limit physical access to 
an area or computer device where subject identifiers are stored; we encrypt data stored on portable 
devices; data with subject identifiers is not stored on public online or cloud storage services; and data 
stored off campus are password protected. Survey data collected by Qualtrics is de-identified when 
received, but, for consistency, is stored similarly to that above. Qualtrics adheres to industry standards for 
data collection and storage2. Participants are provided with information concerning data confidentiality 
and security in the informed consent. 

Data Storage and Analysis 

NM EPSCoR SMART Grid researchers are currently developing a streaming dynamic database which will 
store and stream real-time observations made at sensors on the grid. We adopt standard security 
features for various usages of this database. 

1. Communication security: We adopt standard HTTPS protocol to stream the data over the internet. 
Hyper Text Transfer Protocol Secure (HTTPS) over Secure Socket Layer (SSL) is industry standard. 

2. Data access control: Role based access control will be implemented to grant access to project 
personals at various privileges. Senior personals and PIs will be granted full access to the data. 
Student researchers and guests will be granted access to needed segments of the data. 

3. Storage media security: As per the ISO/IEC 27040 standards, we will use 128 bit encryption on 
stored data. All encryption processing (such as key generation and activation) will be properly 
logged to enable security auditing on the encryption activities. Encryption and decryption will be 
hidden to the end users. In case encryption is an hindrance to performance (of frequent access), we 
will resort to an unencrypted database with strict access control to a very limited number of 
personals. 

4. Code level security: We will maintain access and permission control on scripts and program files 
strictly to guard against attacks such as SQL injection attack and sniffing attack. 

5. Disk sanitization and disposal: System administrators will properly dispose disks, and will zero-fill 
disks before recycling. 

Data Sharing and Preservation 

Selection and preparation of human subjects research and IoT device data for sharing and preservation 
will be guided by two principles: To protect the confidentiality of research subjects; and to maintain the 
integrity and research value of the data to support meaningful analyses and research reproducibility. 

 

1 The standards documentation is available at 
https://irb.unm.edu/sites/default/files/UNM%20Human%20Research%20Data%20Security%20Standards.pdf. 

2 Qualtrics is General Data Protection Regulation and California Consumer Privacy Act compliant; uses Transport Layer Security 
(TLS) encryption (also known as HTTPS) for all transmitted data, and; is both FedRamp and ISO 27001 certified. (For more 
information, see https://www.qualtrics.com/security-statement/). 



It is important to note that many selection and preparation decisions may be determined by policies and 
procedures described in project specific IRB protocols. It is recommended that plans for data sharing and 
preservation be discussed with research subjects and included as part of the informed consent process. 
Data provided by third parties such as utility companies may also be subject to limitations specified in 
relevant data use or licensing agreements. 

Data that can be published and preserved will be evaluated and processed in order to identify and 
manage direct and indirect identifiers. Direct identifiers are variables that uniquely identify subjects, and 
may include for example social security numbers, addresses, and driver’s license numbers. Prior to 
publication and preservation within public access repositories, all direct identifiers will be removed from 
the data. Indirect identifiers are variables which are not sufficient in themselves to uniquely identify a 
subject, but which may be used to identify individuals through combination with other variables or 
information. Examples of indirect identifiers include zip codes, names of degree granting institutions and 
graduation years, and income. Indirect identifiers may possess significant value for data aggregation and 
analysis, so disclosure risks for these identifiers will be evaluated and addressed on a case by case 
basis. Where it is necessary and possible to do so, indirect identifiers in data for public access and 
preservation will be treated using methods including but not limited to removal, combining variables, top-
coding, etc. 

There will be cases in which it is not possible to fully de-identify data and retain its research value or 
enable reproducible analyses. These data will not be made publicly accessible or preserved in public 
access repositories, or in repositories that do not enforce appropriate access controls. Instead, such data 
will be evaluated for transfer to repositories that enforce variable levels of access control. For example, 
the Inter-university Consortium for Political and Social Research (ICPSR) offers different access levels to 
member institutions and researchers and supports access to sensitive data through the development of 
data use agreements and enforcement of physical and virtual data enclaves. The University of New 
Mexico is a member institution, so these ICPSR services are available to NM EPSCoR researchers. 


	RII5_NMEPSCoR_Data_Management_Plan.pdf
	data_confidentiality_plan

